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Significant developments since the publication of its bestselling predecessor, Building and Implementing a
Security Certification and Accreditation Program, warrant an updated text as well as an updated title.
Reflecting recent updates to the Certified Authorization Professional (CAP®) Common Body of Knowledge
(CBK®) and NIST SP 800-37, the Official (ISC)2® Guide to the CAP® CBK®, Second Edition provides
readers with the tools to effectively secure their IT systems via standard, repeatable processes.

Derived from the author’s decades of experience, including time as the CISO for the Nuclear Regulatory
Commission, the Department of Housing and Urban Development, and the National Science Foundation’s
Antarctic Support Contract, the book describes what it takes to build a system security authorization program
at the organizational level in both public and private organizations. It analyzes the full range of system
security authorization (formerly C&A) processes and explains how they interrelate. Outlining a user-friendly
approach for top-down implementation of IT security, the book:

Details an approach that simplifies the authorization process, yet still satisfies current federal government●

criteria
Explains how to combine disparate processes into a unified risk management methodology●

Covers all the topics included in the Certified Authorization Professional (CAP®) Common Body of●

Knowledge (CBK®)
Examines U.S. federal polices, including DITSCAP, NIACAP, CNSS, NIAP, DoD 8500.1 and 8500.2, and●

NIST FIPS
Reviews the tasks involved in certifying and accrediting U.S. government information systems●

Chapters 1 through 7 describe each of the domains of the (ISC)2® CAP® CBK®. This is followed by a case
study on the establishment of a successful system authorization program in a major U.S. government
department. The final chapter considers the future of system authorization. The book’s appendices include a
collection of helpful samples and additional information to provide you with the tools to effectively secure
your IT systems.
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From reader reviews:

Donna Lacher:

Reading a book tends to be new life style in this era globalization. With reading you can get a lot of
information that could give you benefit in your life. Using book everyone in this world could share their
idea. Ebooks can also inspire a lot of people. A lot of author can inspire their own reader with their story as
well as their experience. Not only the storyplot that share in the ebooks. But also they write about the
information about something that you need example of this. How to get the good score toefl, or how to teach
your young ones, there are many kinds of book which exist now. The authors nowadays always try to
improve their proficiency in writing, they also doing some analysis before they write to the book. One of
them is this Official (ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press).

Steven Kilgore:

Reading can called thoughts hangout, why? Because while you are reading a book particularly book entitled
Official (ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press) your thoughts will drift away
trough every dimension, wandering in every single aspect that maybe not known for but surely can be your
mind friends. Imaging each and every word written in a publication then become one application form
conclusion and explanation that will maybe you never get prior to. The Official (ISC)2® Guide to the CAP®
CBK®, Second Edition ((ISC)2 Press) giving you an additional experience more than blown away your
brain but also giving you useful info for your better life within this era. So now let us show you the relaxing
pattern here is your body and mind will probably be pleased when you are finished examining it, like
winning a sport. Do you want to try this extraordinary investing spare time activity?

Solange Smith:

Are you kind of stressful person, only have 10 or maybe 15 minute in your moment to upgrading your mind
skill or thinking skill perhaps analytical thinking? Then you are receiving problem with the book as
compared to can satisfy your short space of time to read it because pretty much everything time you only
find reserve that need more time to be study. Official (ISC)2® Guide to the CAP® CBK®, Second Edition
((ISC)2 Press) can be your answer given it can be read by you actually who have those short extra time
problems.

Diana Johnson:

A lot of e-book has printed but it takes a different approach. You can get it by net on social media. You can
choose the most beneficial book for you, science, comedy, novel, or whatever through searching from it. It is
called of book Official (ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press). You can
contribute your knowledge by it. Without leaving the printed book, it could possibly add your knowledge
and make anyone happier to read. It is most important that, you must aware about reserve. It can bring you
from one place to other place.
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